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If your computer or 
account was hacked what 
would be compromised?
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Documents Contacts Photos Other Passwords Emails Texts

Editing Rights to Your School Website Student Information

Smart Locks Smart Garage Door Opener Smart Cars



What information about our 
students is on our devices 
that needs to stay private?
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• Name, Address, SSN, Date of Birth, Phone Number

• Device specific static identifier (ex: IP Address, UDID)

• Logs of user actions

• Financial, Employment or Location data



Umbrella and Cloudlock provides us:
Incident Risks
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Compromised Accounts
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Phishing & Whaling

• Think before you click

• Be careful with attachments

• Report it to security@usd497.org
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Phishing or Legitimate?
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PhishingPhishing



Phishing or Legitimate?



Legitimate



Additional Resources

• Educator Toolkit for 
Student Privacy
https://www.studentprivacymatters.org/wp-
content/uploads/2018/10/PCSP_BATS-Educator-
Toolkit.pdf

• Email USD 497 
Information Security
security@usd497.org

• Real-time Cybersecurity 
Map
https://cybermap.kaspersky.com/

• Phishing Test
https://www.sonicwall.com/en-us/phishing-iq-test
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https://www.studentprivacymatters.org/wp-content/uploads/2018/10/PCSP_BATS-Educator-Toolkit.pdf
mailto:security@usd497.org
https://cybermap.kaspersky.com/
https://www.sonicwall.com/en-us/phishing-iq-test


Questions?

13



Cybersecurity Maps

Link 1

Link 2
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https://cybermap.kaspersky.com/
https://fw.usd497.org:4343/ng/threatmap/all

